E-Safety Frequently Asked Questions

The ICT Strategy team have produced the following frequently asked questions (FAQs) in consultation with the South West Grid for Learning (SWGfL) and the Avon and Somerset Constabulary. SWGfL have also created a “Safe” area on their website with help and advice, policies, resources, etc. - http://www.swgfl.org.uk/safe 
Each question is answered simply and directly, but links to other sources of information are included. The definitive resource is the Becta publication: E- Safety: developing whole-school policies to support effective practice. Other resources include websites which outline the problems and solutions for staff, parents and pupils.

	
	Frequently Asked Questions
	Support

	1
	What is the headteachers responsibility?
The headteacher is responsible, through the legal duty of care, for ensuring that all pupils and staff are safe. This includes protecting staff and pupils from the dangers associated with electronic communications. 

It is the duty of the headteacher to ensure that all staff are aware of the possible dangers associated with electronic communications, and the means for ensuring safe usage. The head teacher may, however, delegate day to day management of e-safety issues to a member of staff who is sufficiently knowledgeable, trained and competent.

It is also the responsibility of the governing body to ensure that policies are followed to ensure the safety of the school community.


	Whole School Responsibilities (Becta)

Information about Cyber-bullying
Becta: E-Safety, developing whole school policies to support effective practice


(A 64 page document which covers all aspects very thoroughly.)



	2
	What do you mean by electronic communications?

Electronic communications encompass internet technologies such as: 

· The world wide web,  

· e-mail, 

· chat rooms, 

· instant messaging, 

· blogs, 

· social sites. 

Also:
Digital photography, video and sound recording can be captured and copied to portable players (MP3 players, iPods etc)

Mobile phones provide similar functions through texting, taking and sending photos and video clips.

Handheld computing devices also combine many of these technologies.

All of these technologies make a positive contribution to the world and education, but all are equally capable of being abused.


	Thinkuknow (a website for children about online safety: staff will find its content and clarity invaluable)

Becta Information about mobile technologies


Becta information about chat and email
Becta information about online bullying
DCSF: Cyber-bullying

	3
	What are the risks that pupils face?

If precautions are not taken, these technologies can expose pupils to hostile individuals, including sexual predators, who can form relationships with pupils, sometimes using false identities or posing as a child. This is known as grooming. 

The technologies can expose pupils to pornography and pornographers, to materials extolling violence, drugs or prejudice hatred. 

The technologies also enable bullying.


	Child Exploitation and Online Protection Centre (A UK Government supported site)
DCSF: What is Cyber-bullying?
Information about Cyber-bullying
http://www.swgfl.org.uk/safety/safetynewsdetail.asp?newsid=26 

Digizen Cyberbullying film

	4
	What are the risks for staff?

There have been cases reported of adults being bullied or harassed at work through these technologies.

It is also the case that the school environment can provide some adults with the opportunity to exploit the technologies for their own inappropriate purposes. These include downloading or publishing offensive or illegal materials and initiating improper contacts with young people.

Staff are also vulnerable if they are singly responsible for the administration of passwords and filtering.


	http://news.bbc.co.uk/nolpda/ukfs_news/hi/newsid_4904000/4904118.stm


	5
	What steps can the Headteacher take to ensure that pupils and staff are safe?

Ensure that:

· the headteacher and all staff and governors are familiar with the risks and precautions

· all pupils are made aware of the dangers of electronic communications, of the precautions that they can take and of how they can report unsafe activity

· An Acceptable Use Policy (AUP) for staff and pupils is in place. This policy will describe risks, precautions and procedures and must be signed by all staff, parents and guardians. It should also be drawn to the attention of all governors.

· the school has a code of good practice, written in a way which pupils can understand, that is displayed prominently and, when pupils are of an age to appreciate the significance, signed by them

· a secure route for reporting any bullying or unacceptable behaviour is established and understood by the whole school community

The school network can be made safer by ensuring that:

· content filtering is turned on

· changes to the filtering system are monitored and always reported to at least two named individuals

· all staff have their own individual account and password, and conversely that every user ID is linked to a single individual. (This is to protect innocent users: log-ins shared by a group of users will inevitably force the investigation of all the associated users if an incident occurs.)

· users are made aware of the importance of keeping their passwords private

· responsibility for issuing passwords and configuring the filtering is shared.

The school can ensure the wider safety of pupils by making parents aware of the risks associated with electronic communications and the corresponding precautions.


	SWGfL Acceptable User Policy
Thinkuknow 


Link to North Somerset Council AUP 
Becta AUP for pupils
Becta AUP for staff
Becta: E-Safety, developing whole school policies (p 48)

When searching the electronic copy, add 2 to the page number.

SWGfL Filtering
Sources for parents

Childnet
Childline
WiredSafety
Thinkuknow


	6
	What is the difference between unacceptable and illegal use of the internet?

Illegal usage includes: 
· making, producing or distributing indecent images of children 

· grooming (see question 3 above)

· making, producing or distributing adult material that breaches the Obscene Publications Act in the UK

· accessing, downloading or forwarding criminally racist material
· any activity using technology to cause serious harassment, anxiety, alarm or distress which may be contrary to the Harassment or Malicious Communications Acts.

Unacceptable use includes:

· making, producing or distributing any materials that are in conflict with the ethos of the school. This will include materials that, while not illegal, contain gratuitous sexual or violent content, incite hatred or which encourage the use of illegal drugs.

· staff using the school infrastructure for personal reasons during contact time


	Becta E-Safety, developing whole school policies
(page 32 ff)



	7
	How can the headteacher tell if the security/filtering has been relaxed or changed in their school?

The SWGfL Filtering system, based on RM SafetyNet Plus, provides each school with a powerful set of tools to manage the filtering experience of each school.  Whilst this power and capability empowers schools to make changes to support the delivery of any web resource, this requires careful use.  

SMT can review the settings via a window into the filtering administration environment. This provides network administrators with support, insofar as the responsibility is shared. 

Discuss with your network manager:

· how is this power currently managed and governed within the school?  

· who has the passwords to manage the network?  

· How is the filtering currently configured?

· What policies and procedures operate to support them in their role?  

An alternative would be to discuss with the SWGfL Managed Service Team (0870 908 1708), they can advise you of the current school filtering configuration.


	SWGfL Filtering Policy
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	Can the headteacher delegate responsibility for e-safety in their school?

No, the headteacher is always responsible: the authority to manage e-safety and day to day monitoring can be delegated to members of staff who are sufficiently knowledgeable, trained and competent.
It also protects staff if there is always more than one person who takes part in the monitoring of activity on the school network.
	Becta E-Safety, developing whole school policies
(page 12 ff)



	9
	What do I do if I suspect or discover unacceptable activity?

Follow the agreed course of action in your Acceptable Use Policy (AUP). If there is no specific reference to help you in your AUP, you may find support in your Anti-bullying Policy or PSHE Policy.  
	Becta: E-Safety, developing whole school policies
(page 32 ff, page 58ff)

SWGfL: Internet Safety Protocol

	10
	What should I do if I suspect or discover illegal activity on the web?

Becta offer the following advice:

Discovery of indecent material within the school’s network is a very serious situation, and must always be reported to the police. It is important that the material is not downloaded, printed or sent by email, because doing so will be an offence in itself. If at all possible, do absolutely nothing to the suspect

computer or computers, including turning them on or off. It may be necessary to shut down the whole network, but do not do this unless instructed by the police. Ensure that everyone is kept away and that nothing is touched. Under no

circumstances should the internet safety co-ordinator, network manager or headteacher attempt to conduct an investigation of their own, or bring in an outside ‘expert’ to do so, as this may compromise the evidence if a legal case

were to result. In some cases this may constitute a criminal offence in itself.

(E-Safety, developing whole-school policies, page 36)

It is essential that evidence is preserved. If you cannot guarantee that the equipment will not be tampered with, then the Avon and Somerset Constabulary ask that you take the following actions:

· Computer, do not shutdown normally. Remove the power cable from the computer, and hand the computer to the police

· PDAs, keep live if possible and hand to police

· Mobile phones, confiscate and hand to the police 

· E-mail, freeze the account if possible.

	Becta: E-Safety, developing whole school policies
(page 32 ff, page 58ff)

SWGfL: Internet Safety Protocol


	11
	Who should I speak to if I have concerns about safety on the web?

Contact the ICT Strategy Team: 

E-mail:   ictcurric@n-somerset.gov.uk
Tel: 01934 634830

Contact the South West Grid for Learning (SWGfL): 

E-mail:   support@swgfl.org.uk
Tel: 0845 307 7870
Alternatively please contact david.wright@swgfl.org.uk
Or contact the Avon and Somerset Police:

Alan Earl

Field Intelligence Officer

Dangerous Offenders Unit (Investigations) Kingswood, Bristol

E-mail: alan.earl@avonandsomerset.pnn.police.uk
Tel:  01179 454032


	

	12
	Additional support materials

Pupils
SWGfL Safe area for young people.

http://www.swgfl.org.uk/safety/home.asp?page=yp 

KS1 and KS2 pubication: “Signposts to safety: Teaching e-safety at Key Stages 1 and 2”. This booklet contains background information, advice and guidance for Primary teachers relating to e-safety issues. It signposts appropriate opportunities to embed e-safety within the curriculum and free online teaching resources from a range of organisations to help support lessons. http://publications.becta.org.uk/display.cfm?resID=32422 
KS3 and KS4 Publication ‘Signposts to safety’ This booklet contains background information, advice and guidance for Secondary teachers relating to e-safety issues. It signposts appropriate opportunities to embed e-safety within the curriculum and free online teaching resources from a range of organisations to help support lessons. http://publications.becta.org.uk/display.cfm?resID=32424 
Headteachers

SWGfL Safe area for headteachers: http://www.swgfl.org.uk/safety/home.asp?page=schoolht 
Parents
SWGfL Safe area for parents: http://www.swgfl.org.uk/safety/home.asp?page=parents 

The articles and links in this section can help parents direct children towards helpful resources, while helping steer them clear of the dangers which exist.
http://www.parentscentre.gov.uk/usingcomputersandtheinternet/
Pupils, parents and teachers
SWGfL Safe area – Home page - This section of the SWGfL website details important e-safety information, to help a range of users better understand the issues around e-safety, and manage the risks more effectively. http://www.swgfl.org.uk/safe 

SWGfL Safe area for teachers: http://www.swgfl.org.uk/safety/home.asp?page=schoolst 
Kidsmart is an award winning practical internet safety programme website for schools, young people, parents, and agencies, produced by the children's internet charity Childnet International. To access resources including lesson plans, leaflets, posters, activity days and interactive games 

http://www.kidsmart.org.uk/
Get Safe Online will help you protect yourself against internet threats. The site is sponsored by government and leading businesses working together to provide a free, public service.

http://www.getsafeonline.org/nqcontent.cfm?a_id=1
Governors
SWGfL Safe area for governors: http://www.swgfl.org.uk/safety/home.asp?page=schoolgov 

Websites

Becta information about school websites including the safe use of images and video: http://schools.becta.org.uk/index.php?section=is&catcode=ss_to_es_pp_sw_03 
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